Adakadeké awon édidi isokora péla Scapy
Adakadeke awon édidi isokora pélu scapy

Scapy jé akojopo Python fan adakadeke ifiransé ati agbawolé awon édidi
isokora.

Imulo akogle yii

Awon imo ¢ro t6 se pataki fun imulo akoole yii ni :
e Imo ero €to akojopo Python
e Imo ero isokora konputa

Léyin igba ti ¢ ba ka akoole yii, yo6o rorun fun yin lati ko itoléseese awon ohun
€10 ti 4 walo fun yin ati fin imo ona isise won.

Agbékalé ati imiilo

Alayé agbékal¢ pela Linux.

E lo ila ase yii fi sagbékale scapy
$ sudo apt-get install python-scapy

Nigba ti ¢ ba pinu lati 16 Python ¢ sagbékalé ¢ya 2.x(x >=2.5). O seé se ki e
safikiin agbara scapy pelu awon akojopo mi in.

Agbékalé ijinlé
Fan agbékale to6 jinle ¢ lo awon ila ase:

$ sudo apt-get install python2.7 tcpdump graphviz imagemagick python-
gnuplot python-crypto python-pyx nmap python-scapy

Amiilo scapy
E 10 ase lati olutumo python:
$ sudo scapy

Akiyesi Lati 16 scapy: E lo ipele root.
Nigba ti gbogbo €yi ba lo bo se to afihan isale maa jade:

WARNING: No route found for IPv6 destination :: (no default route?)

Welcome to Scapy (2.1.0)
>>>




Awon ohun €10 scapy wa ninu itoléseese akojopo Python; safikan :

from scapy.all import

Adakadekeé awon edidi

Adakadeke édidi ni ka fowo sint orofo fi sakdjo re. Nigba ti ¢ ba 10 étoleseese
isokora bii ti ayélujara, méeli, awon €to maa n sisajopin awon ¢didi, bii apeere,
nigba ti ¢ ba lo http://www.omoluwabi.org

AKéjo iwo ( frame ) Ethernet

Fan sisajopin awon édidi a yoo 10 awon ifénuko TCP, IP, HTTP
Ibere akojo ati asafihan iwo Ethernet ninti onitimo scapy.

>>>iwo_mi = Ether()
>>>1wo_mi.show()
###[ Ethernet |[###
WARNING: Mac address to reach destination not found. Using
broadcast.
dst= ff:ff: T ffAF
src=00:00:00:00:00:00
type= 0x0

Bii a se ri, a sakdjo ohun iwo pela owo Ether().

Aato eyo kan ni a 10 pela imulo is¢ show(), iye akunayan 16 wa nint awon
afidamo dst, src ati type.

o A sakdjo iwo ethernet ipile, eéyi té timo si wipé a 0 ni isofinni kan nina
re, CRC maa n fin wa ni anfaani lati sakoso iwo ethernet t6 péye. A 1&
séyipada iw¢ yii pelu awon aato 3 t6 ku:

- dst : Adiréesi aridimu agbasofunni
- src : Adiréesi aridimu alatagba
- type : Irafé ifénuko ( jemo eya data to jé ofo ).

Ti a ba fowo kan CRC iw0 yii ko tin wlo mo.

Iyipada awon aatdo wonyii rorun :

>>>iwo_mi.dst ='00:19:4b:10:38:79'
>>>1wo_mi.show()
### Ethernet [###
dst=00:19:4b:10:38:79
src= 00:00:00:00:00:00
type= 0x0
>>>



http://www.omoluwabi.org/

A 1¢ salay¢ adiréesi agbasofunni ni ipile
>>> jwo_mi = Ether(dst='00:19:4b:10:38:79')

A 1¢ seéyipada awon afidamo, dst, src, ati type bo se wu wa. E ¢ fi iwo kan ranse
ni irorun bii ¢yi to j¢ ti elomiran.

ifiransé iw¢ ( frame )

Lati fi iwg kan ranseé a yoo 10 is¢ sendp() ;

>>> sendp(iwo_mi)

Sent 1 packets.
>>>

Pelu scapy “.” fi n yé wa wipé a ti séfiranse edidi.
Bayii ni a maa sefirans¢ ¢didi pela adiréesi re.

Nnkan ti a se k6 ni iwulo eyo kan, ofoasan edidi ti a firansé ko wilo afi to ba ni
isofunni ninu, a yoo sé istnki ifénuko.

Kinni isunki ?

Istinki nint imo isokora ni ki a ki awon isofunni ifénuko kan sini omi.

Isunki awon protocole : Apeere ping

Ping jé ase lati mo ti konputa kan pela adiréesi re ba wa nint isokora. ping maa
fin wa ni anfaani lati séfiransé édidi ICMP “ echo-request” pela idapada edidi
“echo-reply”.

Adakadeke édidi ICMP “echo request”

>>> ping_ mi = ICMP()
>>> ping_mi.show()
#i#[ ICMP |###
type= echo-request
code=0
chksum= None
1d= 0x0
seq= 0x0
>>>




A r1i pé ni akunayan, iseda owo ICMP() fi afidamo type si echo request a 1¢
yipada ati awon afidamo to ku.

A y00 sésunki edidi ICMP sinu itol¢seese isofunni ( datagram ) IP, inti éyi ni a
maa salayé adir¢esi IP agbasofunni.

Ninua scapy ami / ni a yoo 10 fin istinki.

>>> ping_mi = Ether() / IP(dst='192.168.1.1") / ICMP()
>>> ping_mi.show()
###[ Ethernet [###
dst=00:19:4b:10:38:79
src= 00:26:5¢:17:00:6¢e
type= 0x800
Hit[ 1P |
version= 4
thl= None
tos= 0x0
len= None
id=1
flags=
frag=0
ttl= 64
proto= icmp
chksum= None
src=192.168.1.14
dst=192.168.1.1
\options\
#i#H[ ICMP |###
type= echo-request
code=0
chksum= None
id= 0x0
seq= 0x0
>>>

Ifiranse édidi
A a4 wo 6 ti box ba maa dahun

>>> sendp(mon_ping)

Sent 1 packets.
>>>




Ko si ési kan !, 6 ye ko ri bée, ifiransé nikan ni is¢ sendp maa n sé. A yoo 10
awon is¢ srp() ati srpl() lati séfiranse ati seégbawolé ési.

srp() maa fn sedapada owo méji: inti owo akoko a yoo ri awon ¢didi ti a firanse¢
pelu ési té j¢ mo won, int €keji a yoo ri edidi ti ko nii ési.

>>> rep,non_rep = srp(mon_ping)

Begin emission:

Finished to send 1 packets.

*

Received 1 packets, got 1 answers, remaining 0
packets

>>> rep

<Results: TCP:0 UDP:0 ICMP:1 Other:0>
>>>non_rep

<Unanswered: TCP:0 UDP:0 ICMP:0 Other:0>
>>>

Ami “*“ kan fi han wa pé a ni ési kan t6 si jé édidi ICMP echo-reply!

>>> rep.show()
0000 Ether /IP / ICMP 192.168.1.14 > 192.168.1.1 echo-request 0 ==> Ether / IP / ICMP

192.168.1.1 > 192.168.1.14 echo-reply 0
>>>

Ninu rep a ni awon atoko edidi alakoméji, nibi int atoko aldkoméji edidi kan 16
wa nin rep, a 1¢ fihan bii idapile gbogbo atoko Python.

>>>rep[0]

(<Ether type=0x800 |[<IP frag=0 proto=icmp dst=192.168.1.1 [KICMP |>>>, <Ether
dst=00:26:5e:17:00:6¢ src=00:19:4b:10:38:79 type=0x800 [<IP version=4L ihl=5L tos=0x0
len=28 1d=58681 flags= frag=0L ttl=64 proto=icmp chksum=0x1248 src=192.168.1.1

dst=192.168.1.14 options=[] [<ICMP type=echo-reply code=0 chksum=0xfftf id=0x0 seq=0x0 |
>>>)

Awojaut jé aldkoméji. Fun asafihan édidi ifiransé (ICMP echo-request wa ) a
16 rep[0][0].show(), fun ediedi esi rep[0][1].show().




>>>rep[0][0].show()
###| Ethernet |###
dst= 00:19:4b:10:38:79
src= 00:26:5¢:17:00:6¢
type= 0x800
HiH 1P |###
version= 4
ihl= None
tos= 0x0
len= None
id=1
flags=
frag=0
ttl= 64
proto= icmp
chksum= None
src=192.168.1.14
dst=192.168.1.1
\options\
#i#H ICMP ###
type= echo-request
code=0
chksum= None
1d= 0x0
seq= 0x0

>>>rep[0][1].show()
####[ Ethernet [###
dst=00:26:5¢e:17:00:6¢

src= 00:19:4b:10:38:79
t+wrivo— NvRNON




Lati ma gbogbo nnkan rorun, a yoo 10 isé srpl(), is¢ yii maa n séyipada owo eyo
kan.

>>>rep = srpl(mon_ping)

Begin emission:

Finished to send 1 packets.

%

Received 1 packets, got 1 answers, remaining 0 packets
>>> rep.show()




A ko yii saba 10 ¢ya akosori Ethernet scapy maa saba séto r¢ bo se to, a yoo 1o
awon is¢ send(), sr(), ati sr1() to6 dogba mo sendp(), srp() ati srpl(), I¢yin pé won
maa n safikin akosori ni aladase.

>>> rep = sr1(IP(dst="192.168.1.1") / ICMP())

Begin emission:

Finished to send 1 packets.

*

Received 1 packets, got 1 answers, remaining 0 packets
>>> rep.show()

#Hitt 1P |###




Ka 10 is¢ yii sori konputa ofo.

>>>rep = sr1(IP(dst="192.168.1.2") / ICMP())

Begin emission:

.WARNING: Mac address to reach destination not found. Using broadcast.
Finished to send 1 packets.

Received 22 packets, got 0 answers, remaining 1 packets
>>>

Mo da ifirans¢ dar6 pela ( Ctrl-c ), 1éyin 30 is¢jt aaya, oniyipada rep gba odo
nigba ti “got 0 answers”. A l¢ safikun opin igba sori isé srl1() sedaduro ifiransé
pela timeout.

>>> rep = sr1(IP(dst='192.168.1.2") / ICMP(), timeout=0.5)

Begin emission:

WARNING: Mac address to reach destination not found. Using broadcast.
Finished to send 1 packets.




E 10 help(srl) fun iranlowo.
Adase :

Pelt awon alayé ti a sé siwaju ati imo Ptyhon ti ¢ ni, y60 rorun fin yin 1ati ko
¢toléseese ti 4 1¢ maa sé ping 16ri awon adir¢esi atopo kan.

onte: Fun itokasi atopo adiréesi, ¢ 10 <192.168.1-15" nint afidamo dst ti IP.

#! /ust/bin/python
from scapy.all import *

rang ='192.168.1.1-15'
rep,non_rep = sr( [P(dst=rang) / ICMP() , timeout=0.5 )
for elem in rep : # elem représente un couple (paquet émis, paquet recu)
if elem[1].type == 0 : # 0 <=> echo-reply
print elem[1].src + ' a renvoye un echo-reply '

Is( edidi ) maa safihan édidi 1ona onkaye, ti yoo si tin safihan ortiko, irafe ati iye
won ni akunayan.

>>> [s(IP(dst="192.168.1.1") / ICMP(type='echo-reply"))
version : BitField =4 4)

ihl : BitField = None (None)

tos : XByteField =0 (0)

len : ShortField = None (None)

id : ShortField =1 (1)

flags  : FlagsField =0 0)




Atoko awon édidi

Scapy maa salayé fun afidamo ¢didi kan atoko iye, ¢yi yoo fi jé iye kan. Bii a se
ri niwaju fan IP agbaftnni eyi lé seé se fin gbogbo afidamo.

Atoko ni ranpé

Bii apeere a fé mo ti a 1€ lo apésé web pelu http ati https, a 1¢ sayewo awon

cbuté ni akunayan : 80 ati 443.

A y60 10 atoko ranpé ebuté pela dport = [80, 443].
a y60 10 ayewo SYN : A maa n séfiranse édidi TCP 1ori ébuté okere pela asia
SYN lati fi m¢ ti oja iwolé ba gba asopo, 6 maa s¢yipada édidi TCP pelt awon

asia SYN ati ACK

>>> [s(TCP)

sport  : ShortEnumField = (20)
dport  : ShortEnumField = (80)
seq : IntField =(0)

ack : IntField =(0)




e Nigba ti mo sakojo eédidi mi, mo salayé oja ikanpo orisun ati ti ébaté, mo
si gbé asia SYN soke, mo si fi édidi yii ransé.
Int awojauta a ni édidi alakoméji, eédidi ifirans¢/agbasofinni.
Edidi akoko ti a gba ni €yi ti firans¢ 16ri 0ji ikanpg. awon asia ti fi si ipo
oke ni SYN ati ACK, oju akanpo ni sisi :

Edidi ékéji ti a gba ni &yi to si 443 awon asia ni SYN ati ACK RESET ati ACK :
oju akanpo wa ni titi.

>>>mon_paquet = [P(dst='192.168.1.10") / TCP(sport=12345, dport=(80,443), flags='S")
>>>rep,non_rep = sr(mon_paquet)

Begin emission:
.*****************************************************************************
sk sfe sk sk sfe sk sk sfe sk sk sfe sk sk sfe sk sk sfe sk sk sfe sk sk sk sk sk sk sk sk sfe sk sk she sk sk sk sk sk sk sk sk sk sk sk sk sk sk sfe sk sk sfe sk sk sk sk sk sk sk sk sk sk sk sk sk sk sfeoske sk skeosko sk sk sk skosk sk skosk
sk sk sk sk sk sfe sk sk s sk sk sfe sk sk sk ske sk st sk sk sk sk sk st sk sk sie sk sfe st sk st sk sk sk sk sk sl sk ske st sk sk sl sk sfe st sk st sk ske sk st sk st sk sk steoske sk sk sk sk steoskeoskeosieoskeo sl skeoskeoskeske sk skeoskoskosk
sk sfe sk sk sfe sk sk sfe sk sk sk sk sk sfe sk sk sk sk sk sfe sk sk sfe sk sk sk sk sk sfe sk sk sfe sk sk sk sk sk sk sk sk sk sk sk sk sk sk sfe sk sk sk sk sk skeoske sk sk sk sk sk sk sk sk sk sk skeoske sk skeosk sk sk sk skosk sk skosk

****************************************************Finished to Send 364 paCketS
*

Received 365 packets, got 364 answers, remaining 0 packets
>>>




>>> for emis,recu in rep :
if recu[1].flags==18 : # 18 <=> SYN+ACK
print "port ouvert : ', recu[ 1].sport

port ouvert : 80
port ouvert : 111
>>>

Adase : Isétoléseese traceroute

Ase traceroute maa i fiin wa ni anfaani 1ati mo awon Ona ti édidi gba fi dé buté,
fun idi eyi a yoo 10 ttl ( time to live ) akosori IP. Iye yii maa n dikan ni gbogbo
gba t6 ba gbanu alana, ti iye ba dé 0, 6 maa ku ti yoo si pada wa. a yoo lo
afidamo re src akosori IP re, fi mo adiréesi ibi té ku si.

>>> rep,non_rep=sr( IP(dst="209.85.143.100', ttI=(1,25)) / TCP(), timeout=1 )
Begin emission:
sk *Finished to send 25 packets.
***“
Received 13 packets, got 11 answers, remaining 14 packets
>>> for emis,recu in rep:
print emis.ttl, recu.src

1192.168.1.1
290.45.115.1
310.125.164.10

4 193.253.93.105
581.253.130.14

6 193.252.100.42
7 193.251.254.18
872.14.232.211
9209.85.251.190
10 209.85.253.125

11209.85.143.100
>>>

Adiréesi IP 209.85.143.100 ni a 16 fan &baté. Mo sésunki TCP sint IP, 6 seé se
ko jel

ICMP ati UDP tabi ki a méa tin 16 nikan kan. Awon ogiri ind l¢ d4 awon
ifénuko mi in durd. A sayipada ttl 1ati 1 dé 25 am¢ a ri wipé I¢yin ifosoke 11.
Awon alana Livebox ati awon alana Orange ati Google.

Isé Sniff()



A mo bi ti a sé n sefiransé tabi gba won wolé, awon edidi. Amo lati t¢ siwaju
pelt imo awon ohun €106 isokora, O ye ki a sépinsiweéwe awon sisajopin awon
¢didi. Bii apeere bawo ni ase ping sé n sise.lati sayewo oju akanpo, bawo ni
firefox lati www.omoluwa.ogg ib¢ ni a y6o 10 sniff() ti scapy.

Agbékale-éto

sniff(filter="", count=0, prn=None, lfilter=None, timeout=None, iface=All)
O maa n séfiransé atoko edidi ( bii afiwé, sr() maa n sefiransé atoko edidi méji )
Awon aato
Count : Iye awon ¢didi ti a fé gélogan, 0: ailopin
timeout : Ifiminfinl¢ maa dopin 1éyin igba méloo kan.
Iface  : atokun ti a fe 10 fun ifimafinle, pela ase ifconfig a lé safihan awon
atokun ti a n 10.
filtre : Ase awon ¢didi ti a fé sasayan pela asopo iro.
Apeere : filter = “port = “port 80” awon &didi ti won jemd port 80.
Ifilter  : lfilter = lambda x: x[1].src == ‘192.168.1.14’ méa n sasayan

e filter maa n 10 ase BPF. ase “( port 80 or 443 ) and dst 192.168.1.14” maa
n sasayan awon edidi ifirans¢ (dst) si émi naa ( host 192.168.1.14 ) t6
jemo awon oju akanpo http tabi https ( port 80 or port 443 )
ifimanfinlé
Kinni is¢ ping ?

Imulo snifff fi sisasayan 16ri ping 192.168.1.10

>>> rep = sniff(filter="host 192.168.1.10")

Mo maa ri awon édidi ifimunfinle

>>> rep.show()
0000 Ether / IP / ICMP 192.168.1.14 > 192.168.1.10 echo-request 0 / Raw

0001 Ether /IP / ICMP 192.168.1.10 > 192.168.1.14 echo-reply 0 / Raw
>>>

Kinni 6 wa ninu Raw.
Raw je awon isofuinni té wulo (playload), awon isofiinni 14i ni akosori, bii



apeere, nigba ti a ba n ségbasile awon faili to tobi a yoo sépinsiwewe faili yii
awon ¢didi ti a maa ko6jo ni igbeyin.

>>> rep[0].show()
###[ Ethernet J###

blabla

#i# Raw [#i#
load="B\xdd\xaSN\x 14\x{7\x02\x00\x08\t\n\x Ob\xOc\r\x0e\x 0Of\x 10\x 1 1\x 12\x 13\x 14\x 1 5\
x16\x17\x18\x19\x 1a\x Ib\x 1c\x 1d\x 1e\x 1 f !"#$%&\'()*+,-./01234567

>>>

Latari isofunni yii a y60 mo ti ping ba wa sori konputa.
Kinni nmap maa n sé ?

A 60 16 ( scan ) ayéwd SYN oju akanpd 80 ti 192.168.1.10

$ sudo nmap -sS -p 80 192.168.1.10

Awon édidi ifimanfinle :

>>> rep.show()

0000 Ether / ARP who has 192.168.1.10 says 192.168.1.14

0001 Ether / ARP is at 00:16:17:e3:ed:88 says 192.168.1.10 / Padding

0002 Ether /IP / TCP 192.168.1.14:50662 > 192.168.1.10:www S

0003 Ether / IP / TCP 192.168.1.10:www > 192.168.1.14:50662 SA / Padding

0004 Ether /IP / TCP 192.168.1.14:50662 > 192.168.1.10:www R
>>>

Ninu ¢ya scan SYN yii, awon édidi pelt asia S SA nikan ni a ni. A tGn ni awon
¢didi ARP fi mo adiréesi MAC ¢buté. scapy maa n sésunki laaye wa.

A 0 sakiyesi ifirans¢ édidi RESET. Nigba ti karé Linux gba eédidi SYN + ACK ti
ko si mo pé scapy ti béere fun, kird maa sefirans¢ ¢didi RESET lati ti asopo to
10 pé ko wayé. A yo6o da RESET duro pela ase:

$ sudo iptables -A OUTPUT -p tcp --tcp-flags RST RST -j DROP nmap s¢€ bii wa.
Kinni firefox maa n sé

Mo lo http://lalitte.com/anciensite/double.html nint firefox:

>>> r = sniff(filter="host 192.168.1.14")

AC>>> 1

<Sniffed: TCP:28 UDP:4 ICMP:0 Other:2>

>>> r.show()

0000 Ether / IP / UDP / DNS Qry "lalitte.com."
0001 Ether /IP / UDP / DNS Ans "88.191.135.63"




E jé ka wo nnkan t6 sel¢ ?

e Awon &didi 0 ati 1 jé edidi DNS méji, won maa n fun firefoxe laanfaani
lati adieéesi IP ti lalitte.com

e Awonédidi2, 3, 4 jé handshak TCP, ti gbogba ba lo se ye ( latari awon
asia S/ SA/A)

e Edidi 5 jé ibéeére HTTP ti firefox ijérii.

>>> r[5].show()

###| Ethernet |###
dst= 00:19:4b:10:38:79
src= 00:26:5e:17:00:6¢
type= 0x800

HiH 1P |###

veraion= 41







